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Tech Staff Admit They'd Steal Secrets
If Laid Off
Computerworld UK staff, Computerworld UK

Sunday, August 31, 2008 12:03 PM PDT

Most IT staff would steal sensitive company information, including CEO's
passwords and customer details, if they were laid off, according to a new
survey from Cyber-Ark.

A staggering 88 percent of IT administrators admitted they would take
corporate secrets, if they were suddenly made redundant. The target
information included CEO passwords, customer database, research and
development plans, financial reports, M&A plans and the company's list of
privileged passwords.

The research also revealed that, of that 88 percent, a third would take the
privilege password list to gain access to valuable documents such as financial
reports, accounts, salaries and other privileged information.

Identity management firm Cyber-Ark conducted the survey of 300 IT
professionals in its annual review 'Trust, Security & Passwords'.

Udi Mokady, co-founder and chief executive of Cyber-Ark, said that company
directors were "blissfully unaware" of the administrative or privileged passwords
information that IT staff have access to. "These privileged identities, which lie
on hundreds of servers and applications, very rarely get changed as it is often
considered too much hassle. When people leave the organization, they can
often still access the network using these passwords to acquire an organizations' most sensitive information," he
said.

IT administrators are not exempt from keeping sloppy security habits. The survey found that one third of IT staff
still keep passwords on post-it notes. And 35 percent admitted to sending highly confidential information via email
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or couriers.

The survey also found that one third of IT staff admitted to snooping around the network, looking at highly
confidential information, such as salary details and people's personal emails.

Mokady warned companies to routinely change and manage passwords. "You can install the best security
systems in the world, but if your staff do not respect the information they are entrusted with, then the information
will definitely go astray -- just as the findings of this survey have illustrated."

A quarter of companies surveyed admitted to suffering from internal sabotage and/or cases of IT security fraud.
One third of companies believe that industrial espionage and data leakage is rife, with data being leaked out of
their companies and going to their competitors or criminals, usually via high gigabyte mobile devices such as USB
sticks, iPods, Blackberry's and laptops or even sent over email.

Sponsored Resource: Learn more about ultra light notebooks from Asus and the best warranty in the industry.

Community Comments

This points out to me one big flaw with outgoing employee interviews.
Upon termination, the user passwords and access codes should be
reset to avoid these kinds of retaliation by disgruntled employees. IT
managers should be aware that even happy employees may feel slighted
by downsizing terminations and will go to great lengths to get back at
what they see as bad managers and department heads. I know what a
hassle it is to have to reset these passwords all the time but it is better to
be safe than sorry. Eighty eight percent seems a bit to high to be
believeable but it doesn't seem that far fetched. Corporate secrets and
customer lists may not have to be documented but having employees
sign non-disclosure clauses and agreements would go a long way to
preventing these occurances. Enforcement would have to be more real
than just a threatening gesture and follow up by corporate lawyers would
have to be strictly followed.

Sign in to post a comment. New to PC World Comments? Register here.
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