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The U.K. government has lost the personal information of up to four million citizens in one year alone.
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The astonishing figures, calculated by the BBC, added up as Whitehall departments slowly released their annual 
reports for the year to April.

And the trend has not stopped - in the latest revelation, HM Revenue & Customs, which infamously lost the 
details of 25 million child benefits claimants last November on two unencrypted discs, experienced 1,993 data 
breaches between 1 October last year and 24 June.

Treasury minister Jane Kennedy told MPs the newly-announced HMRC breaches did not necessarily result in 
data losses, adding that they reflect "potential weaknesses reported by staff and not actual thefts or losses", and 
indicate that staff are more aware of security and reporting more incidents. HMRC said it takes data loss and 
security breaches "very seriously" and thoroughly investigates any breach.

Earlier this week, the Ministry of Justice admitted it had lost 45,000 people's details throughout the year, on 
laptops, external security devices and paper, and that 30,000 of them had not been notified. The MoJ said it had 
a "dedicated information assurance programme" in place to improve data security.

Before that, the Home Office announced it had lost the data of 3,000 seasonal agricultural workers on two 
unencrypted CDs.

In May, the Department for Transport lost the data of three million learner drivers. Other data losses occurred at 
the Foreign Office, which lost 190 people's data in five incidents.

In January, the Ministry of Defence said it had lost a laptop containing the details of 620,000 recruits and potential
recruits, and some information on 450,000 referees for job applicants.

As the government spends £12.7 billion (US$25.4) putting NHS patient health records onto a central computer,
there have been a string of data losses from NHS hospitals. In June, two NHS trusts lost unencrypted laptops 
containing 31,000 patient records. In May, 38,000 patient records on tape were lost after being posted by the Isle 
of Wight Primary Care Trust.

Information Commissioner Richard Thomas recently served enforcement notices on HMRC and the MoD for their
data losses, insisting they report regularly on their data handling. He also said he "welcomed" the Home Affairs 
Committee's report that urged the government to stop creating large databases on citizens without first proving 
they are necessary.

The Liberal Democrats have called for 'data guardians' to be appointed to monitor the government's handling of 
information. The data protection minister, currently Michael Wills, should also have a stronger influence in central 
government, they said.

They attacked the "depressing climate of disrespect for the security of our personal information," advocating 
doubling the Information Commissioner's budget and implementing stronger legislation around data protection.

Sponsored Resource: Get the truth about remanufactured ink. Learn more from HP.

Norton G
P

Pric

3

Glenn Flei
Wake M
Intel's Rem
to rouse fro

Neil McAll
Microso
Window
While Vista
increasingl

Erik Larkin
Hulu's S
The new fr
among vid

All Blogs

Featu
Premier C

Best P

Featu
White pap

Featu
Watch we
leaders on
For free.

Recommend this story? 0 Yes
0 No

News

Popula

Digg 



PC World - Business Center: UK Government Spills Personal Data of Mi... http://www.pcworld.com/businesscenter/article/150219/uk_government_...

3 of 3 8/24/2008 9:45 AM

PC World's Marketplace

HelpDesk or Customer Support
Web based IT HelpDesk with Asset Mgmt or Customer 
support Software with Account & Contact mgmt.

ExxonMobil
Taking on the world's toughest energy challenges.

100% Web Based Help Desk Software
Easy to use, customizable to meet your needs, powerful 
and scalable. Free online demo. Try it today!

Thinking about Getting an IT Degree?
Certificates & Degrees in IT from Accredited Online 
Colleges! Request Free Information!

ACMUSA.com – Practice Forex Trading
Free $100,000 Practice Account With Real-Time 
Charts, News & Research!

Check Out the VIERA from Panasonic!
Enter a New Visual Era with Panasonic VIERA HDTVs. 
An Enhanced Experience.

XELODA ® Official Site
Learn About A Proven Effective Oral
Chemotherapy—Get More Info.

PC World's Free Whitepapers

Multi-Core Test Results In Virtualized Servers
Check Out The Latest Xeon® Performance Results.
Virtualized Servers vs. Non-Virtualized Servers.

Intel® Technology’s Impact On Mobile IT
Efficiency
Check Out How Centrino® With vPro™ Technology Is
Cost Effectively Keeping PC Fleets Productive.

Experience The Benefits Of Intel® vPro™
Technology
Get Built-In Security And Remote Management 
Capabilities. Meet Critical Business Challenges.

Processor-Based Server Selection Guide
All Servers Are Different. Find The Right One For Your 
Data Center.

Client PCs As Strategic Assets
Read How Intel® Is Decreasing TCO And Delivering
Measurable Business Value Year After Year.

Newest Technology White Papers
Find The Latest White Papers From Leading Vendors 
In the Technology Space.

CAPTURE Quad-Core Performance
Check Out The Latest In Capturing The Value Of
Xeon® Quad-Core Servers For Your Business.

More we

Mac User OSX Hi

» Terms of Service Agreement » Privacy Policy » Community Standards © 1998-2007, PC Wor

UK Government Spills Personal Data of Millions

Hackers Crack into Red Hat

Online Encyclopedia Lists Internal Network Security 
Threats

Data Security: What the Law Requires of IT

Wells Fargo Access Codes Compromise Personal Data

Researchers Craft Multimedia Passwords

Redmond Releases Security Update for Windows, 
Office

Typosquatting as Corporate Espionage

EFF to Appeal Court Order Halting Subway Hacker 
Talk

'UFO Hunter' Hack Looked Like a Terrorist Attack

News For Your Business

More News


